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SAFETY AND REGULATORY NOTICES

This equipment has been tested and found to comply with the limits for a Class B
C computing device pursuant to Subpart B of Part 15 of FCC rules, which are

designed to provide reasonable protection against such interference when

operated in a commercial environment. Operation of this equipment in a residential area is

likely to cause interference, in which case the user, at his own expense, will be required to
take whatever measures may be required to correct the interference.

c € This digital equipment fulfills the requirements for radiated emission according to
limit B of EN55022/1998, and the requirements for immunity according to

EN55024/1998 residential, commercial and light industry.

R&TTE Compliance Statement

This equipment complies with all the requirements of DIRECTIVE 1999/5/EC OF

THE EUROPEAN PARLIAMENT AND THE COUNCIL of March 9, 1999, on radio

equipment and telecommunication terminal equipment and the mutual recognition

of their conformity (R&TTE). The R&TTE Directive repeals and replaces Directive
98/13/EEC (Telecommunications Terminal Equipment and Satellite Earth Station Equipment)
as of April 8, 2000.

Waste Electrical & Electronic Equipment

Disposal of Electric and Electronic Equipment

(Applicable in the European Union and other European countries with separate
collection systems)

This symbol on the product or its packaging indicates that this product shall not be

treated as household waste.

Instead, it should be taken to an applicable collection point for the recycling of

electrical and electronic equipment. By ensuring this product is disposed of
— correctly, you will help prevent potential negative consequences to the environment

and human health, which could otherwise be caused by inappropriate waste
handling of this product. If your equipment contains easily removable batteries or
accumulators, dispose of these separately according to your local requirements. The
recycling of materials will help to conserve natural resources. For more detailed information
about recycling of this product, contact your local city office, your household waste disposal
service or the shop where you purchased this product. In countries outside of the EU: If you
wish to discard this product, contact your local authorities and ask for the correct manner of
disposal.
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INTRODUCTION

Congratulations on your purchase of the INTELLINET NETWORK SOLUTIONS
GuestGate™ MK |l Hotspot Gateway. GuestGate connects guests to your network, allowing
them to access only the Internet (Web, Email, Chat and other applications). GuestGate
protects your existing network from unauthorized access and, if required, even shields the
guest computers among themselves. Furthermore, GuestGate features enhanced IP PnP
(Plug and Play) technology: It automatically adjusts to the guest computer’s TCP/IP settings,
eliminating time-consuming client IP reconfigurations. The Mark Il edition features 300 Mbps
Wireless N support, RADIUS authentication and enhanced logging features. GuestGate
seamlessly integrates into your existing network and in many applications a configuration of
GuestGate is not necessary. GuestGate provides the core functionality right out of the box.

Function Description

Internet access for Guests

GuestGate is primarily designed to provide configuration-free Internet access for your guests.
GuestGate uses the existing Internet connection of your network to provide Web and email
access for computers connected in a conference room, a hotel or a public place with wireless
network connectivity. GuestGate does not stop here, however. It addresses security-related
concerns of the network administrator by shielding the existing network from access attempts
from the connected guests. In short, this means that guests can access the Internet, but your
own network — i.e., your network file server, email or application server — is off limits.

Password-Protected Internet access for Guests

The network administrator can make it mandatory for your guests to enter a password before
Internet access is granted. This is an important function in case you offer Internet access as
a paid service or in situations where an open, unprotected wireless access point is connected
to GuestGate and you wish to keep unauthorized users from using your bandwidth.

Configurable Welcome Screen for your Guests

You can set up your own welcome screen in seconds. Change the wording and formatting,
upload your own banner image or change the entire HTML code. The welcome screen is
displayed when a guest connects to the Internet for the first time. The welcome screen can
be utilized to make the guest agree to your terms and conditions, and can be completely
deactivated if required.

IP PnP

In many situations it is necessary for the network administrator to change the TCP/IP settings
of guest computers because the existing settings are not compatible or your network has
advanced requirements. GuestGate eliminates this step completely. GuestGate automatically
adjusts to the guest computer’'s TCP/IP settings, providing a true zero guest configuration.



Bandwidth Control
GuestGate controls how much of your Internet connection speed is dedicated to the guest
network. Upload and download bandwidth can be configured individually.

Layer 3 Client Isolation Function

In a public location with a public Wireless Access Point there are often concerns about
security. GuestGate not only protects the Host Network from unauthorized access by your
guests, it takes security one step further. When the “use separate random network for each
client” option is activated, no guest computer can access any other guest computer. In this
mode GuestGate randomly assigns each guest computer its own network. This option is
activated by default.

Packet Filter
Block access to certain Web sites or entire IP ranges.

300 Mbps Wireless N Support

GuestGate MK |l has integrated Wireless LAN support for connection speeds up to 300
Mbps. It supports the latest Wireless N technology as well as legacy Wireless G and
Wireless B connections.

4 Port 10/100 Auto Sensing LAN Switch
GuestGate provides four 10/100 Mbps LAN switch ports for the connection of PCs,
notebooks, or other switches or wireless access points.

Web-Based Administrator Interface
The configuration is fully Web-browser based. For security reasons, the Web administrator
menu is only accessible from the host network.

Firmware Updates via Web Browser
Quickly and conveniently upgrade firmware of GuestGate with the Web browser of your
choice.



Installation Examples

GuestGate in a SOHO Network Environment
This is a typical setup in which the Internet connection is established through an NAT router

with an integrated firewall.

Modem / Router

LAN / Host Network

GuestGate MK Il

Wireless Guest
Network

Wired Guest
Network




GuestGate in an SMB Environment

In larger networks GuestGate connects to any available switch port behind the
Firewall/Gateway/Router.

//‘Jf'r

Firewall / Gateway

W et

LAN Switches

Wireless Guest Q GuestGate MK |1
Network 9

Wired Guest
Network




GuestGate Function Basics

Ports

GuestGate features a total of five 10/100 RJ45 ports. One port is for the connection of
GuestGate to the host network (Host Port), four ports are available for guest connections
(guest ports). The guest ports can be connected to hubs, switches, wireless access points,
PCs or notebooks.

Host Port

By default GuestGate obtains an IP address from a DHCP server already present in the
network. GuestGate analyzes the network and obtains all information necessary for Internet
access. The DHCP Server Log reveals the HOST IP address of GuestGate.

In the event that no DHCP Server is present, GuestGate reverts to its default IP address
192.168.2.1. In this case a manual configuration of the HOST IP settings is necessary.

Guest ports

GuestGate assigns IP addresses to the connected guest computers. IP PnP technology
ensures that no configuration on the guest computer is necessary. The default IP address
range is 172.16.xxx. Changing the guest IP settings is possible via the Web administration
interface.

Guest ports with Layer 3 Client Isolation enabled

If the Layer 3 Client Isolation is enabled, GuestGate assigns a different IP Network (Subnet)
to each connected guest computer. Since this assignment is random, it makes it virtually
impossible for a hacker to guess the other guest computer’s IP settings to try to gain access.
This option is enabled by default. It can be disabled in the guest configuration screen of the
administrator Web interface. The option is “separate network for each client (automatic).”

Time / Scheduler
You can configure the time period in which GuestGate allows Internet access. Possible
values are “always on” or based on a schedule (week day and time).

Accessing the Administrator Web Interface

The configuration of GuestGate is entirely Web-based. Any standard Web browser is
supported. For security reasons, GuestGate can only be configured from the host port.
GuestGate rejects all connection attempts which originate from the guest side.

Internet Access for Guests and Welcome Page

When a guest computer tries to access the Internet for the first time, a welcome page is
shown in the Web browser. This welcome page can be configured and altered in the
Administrator Web Interface. Guests have to accept the terms and conditions in order to
access the Internet. If the Guest Password option is enabled, a password must be provided
by the guest to gain Internet access.

This authorization procedure is only required once. GuestGate memorizes all authorized
guest computers until GuestGate is restarted.

After a restart of GuestGate, guests again will be shown the welcome page. If a guest
computer is disconnected from GuestGate for more than 10 minutes, the welcome page is
shown again.



INSTALLATION

Recommended Setup
This setup method assumes that a DHCP Server such as a router is present in your network.

1. Connection to the Host Network

Connect standard RJ45 network cable to GuestGate’s Host Port and to a RJ45 port on your
existing network (Ethernet switch port, router switch port, etc.).

Turn on GuestGate and verify that the network connection is active (Host LED must be lit on
GuestGate).

NOTE: The startup process takes up to 60 seconds (if no DHCP Server is present it may
take as long as 300 seconds).

2. Connection of Guests

Using standard RJ45 Network Cable you can connect PCs, notebooks, Ethernet switches,
hubs or wireless access points to the guest ports of GuestGate. Each port has its own status
LED. Verify that the network connection is active on each port you connect. Alternatively you
can connect to GuestGate wirelessly by connecting to the Wireless network with the name of
“‘GuestGate.”

Radio on/off
switch
enables or Guest ports 1 — 4 for the
disables the connection of LAN switches,
wireless Access Points, Desktop PCs
function and Notebook computers

12V DC power

Reset button. input connector
Power on GuestGate, wait for 5 Host port -
seconds and then hold down for Connect this to
10 seconds to restore the factory your network,
default settings e.g., the router




3. Testing Internet Access
Start a PC or notebook which is connected to one of the guest ports. Launch a Web browser
and open an Internet Web site such as http://www.intellinet-network.com.

You will then see GuestGate’s welcome page.

% INTELLINET GUESTGATE VK,

METWORK SOCLUTIORNS

wWelcome to our Metwork!
Dear Guest,

We're happy to provide you with Internet Access using the INTELLIMNET NETWORK SOLUTIONS GUESTGATE™
Hotspot Gateway.

You agree to comply with the company's terms of use. In particular access to any illegal content is strictly
prohibited. Yiolation of this can result in legal prosecution.

By continuing you agree to those terms.

continue ‘

Copyright & INTELLIMET METW ORK SOLU

Click “continue” and you will then be forwarded to the Web page you originally entered in the
Web browser’s address bar.

Note:

In order to get Internet access you must first open a Web browser and open a Web page.
Other applications such as chat programs (ICQ, MSN Messenger, Skype, etc.) will not be
able to connect to the Internet unless the welcome page has been confirmed in the Web
browser.

-10 -




4. Accessing the Administrator Web Interface from the Host Network

A. Connect to the router (DHCP server) in your network and open the DHCP client log of the
router. Connect GuestGate’s host port to one of the router’s LAN ports and power on
GuestGate. Wait about 30 seconds, and then refresh the DHCP client log in the router. The
last entry (the newest) belongs to GuestGate.

Below is an example of a DHCP log file:

IP Addrezs MAC Address Time Expired(=)

192.165.0.100 0 S0: fo:be 4555 169376

192 165.0.1M0 00:0f: a3 1 dad.da 114744

B. Launch your Web browser and open the IP address shown in the DHCP client log. You
will then see the Administrator Web Interface.
The default password is 1234.

% INTELLINET —

ETW O @R K EQOLUTIONS

Entur your password o log in: @

L= |:||:|l.l|||:ht @ INTELLIHET HETWORE SCLUTIONE Z006-2010 - www, questgate. com

Note:

If this procedure does not work, you can configure your PC with a static IP address of
192.168.2.xxx, disconnect GuestGate from the router and connect your computer directly to
the host port. Power on GuestGate and wait about 1 minute until the Power LED stops
blinking, then open GuestGate’s default IP address of 192.168.2.1 with the Web browser.
Refer to the chapter “Advanced Setup” for more information.

-11 -




5. Changing Administrator Password
For security reasons it is recommended to change the administrator password of GuestGate.
Follow the steps below to change the password.

%INTELLINET S

Derwice Stalus Inlormalio

metwork Information

Host Wetwark 1P sddress: 57.111,35.58

Host Metwark [P Metmask: £95.290.192.0
Host Nebwork 1P Gateway: 57.111.35.1

Host Metwork DNS Server(s): 55.106.1.196

Host Interface Ethemet Address: 00:0C:43:30:52: 77
Guest Interface Cthernet Address: 00:0C: 43:30:52: 77

Click on “Device Settings.”

INTELLINET S

Admin Password
Ol passwoord:
Hew password: T LI L]

Retype new password: [TITTITIIT]

Language
Languags: Englizh

Enter the old password: 1234.

Enter a new password (up to 20 characters long).
Retype the new password.

Click “Change.”

Click on “Exit.”

-12 -



% INTELLINET L

TW DR K SOLUTIONS

Exit
= Sawe selbings ) Reshoot dewvice

Cancel

Copyright © INTELLINET NETWORE SOLUTIONS 2006-2010 - www intelinet-network.com

Check “Save settings.”
Check “Reboot device.”

%INTELLINET GuESTGATE MKl

TWOERKEK LUTIOMNS

ResLarting

Thir devicee = restarbng. &ftor 25 seoonds you will be sutomatseally recreched o Eae logm
sCrasn.

3 SEC., REMAINING

INTELLIRET RETWOHEK JLUTIONG 206200 - e, oias ek

The reboot takes about 25 seconds after WhICh you will beredlrected to GuestGate’s login
page when the reboot is completed.

NOTE:

The interface is designed to let you make changes on all configuration screens without
saving each change individually. Once you are done programming GuestGate, you need to
click “Exit” and reboot the device.

The changes will only take effect after GuestGate has been rebooted. Closing the Web
browser without saving the configuration changes will result in a loss of the changed
configuration.

If you have successfully performed the above steps, you can skip the next section.

-13 -




Advanced Setup

The standard installation of GuestGate is based on the assumption that a DHCP Server is
present in your network. If this is not the case, you can still configure GuestGate manually.
To do this you need to turn GuestGate on while it is disconnected from the network. If no
DHCP Server can be found after 3 minutes, GuestGate will fall back to its default IP address

of 192.168.2.1.

Advanced setup requires:

* A network adapter correctly installed in your computer;

* User rights that allow manual configuration of TCP/IP-related settings on your PC; and
* GuestGate connected with an RJ45 cable to the network adapter in your PC.

1. Changing the IP address of your PC (example: Windows XP)
Click on “Start” -> “Settings” -> “Control Panel.”

[} Eoninol anell

File Edit ‘Wiew Favorites Tools  Help

> ) fr‘ / ! Search | Folders Elv

Address G-' Control Panel
& =

(2]
Accessibiity  Add Hardware
{} Switch to Category Yiew Cptions
3 2D
See Also £ B
Bluetooth  Date and Time:
& Vindows Update Devices
) Help and Support
i ¢ =
=5 =
Java Keyboard
= a’
Printers and GQuickTime
Faxes
w 9
SOy Sounds and
Maoteb..., Audio Devices

822 &

User Accounts VAIO
Recov...

i
l'_r‘
BB
SR @
Add or Administrative Adobe Yersion  Automatic Bluetooth
Remov, ., Tools Cug™ Updates Configuration
J L A P 4
-
Display Falder Options Fants Game Internet
Controllers Options
. =i %i .8
1 - 1
Iail Mouse Phone and  Power Options
Madem ..,
@ 2 5 ® X
0 =3 3
Regional and  Scanners and  Scheduled Security SigmaTel
Language ... Cametas Tasks Center Audio
&P : J
Speech Symantec System Taskbar and LI Design
Livelpdate Skart Menu Selector
3 o
@ e
‘Windows Wireless
Firewall MNebwork Set. ..

Double-click the “Network Connections” icon.
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BTk Connectipnes ETEE x|

File Edit Wiew Favorites Tools  Advanced  Help H,'
@ Back d Ij .fl':] Search H_:_ Folders -
address |g Metwork Connections | Go

| LAN or High-Speed Internet

Network Tasks f:*:’

= ™ 1394 Connection = \Wireless Netwoark Connection 2

Rl eew Cannected, Firewalled : Bisabled, Firetalled
canneckion k 1394 Net Adapter () 80%.1 1g Wireless CardBus #2

g Chanoe Windows
Firewall settings

Disable
Other Places & b
afatus
[} Control Panel Repal
& My Network Places Eridue Connections
@ g e b Creake Shaorkout
'i My Computer Delete
Rename

Details 5

2 items selected,

Right-click the “Local Area Connection” icon and select “Properties” from the context menu.
In the “Local Area Connection Properties” window, highlight “Internet Protocol (TCP/IP)” and

click on “Properties.”
When the “Internet Protocol (TCP/IP) Properties” window opens, you need to make the

changes as shown below.

?]X]

General | Alemnate Eanfigutatian|

YY'ou can get IP zettings azsigned automatically if vour network supparts
thiz capability. Othenmize, vou need to azk your network, administrator for
the appropriate IF settings.

(%)ilbtain an IF address automaticalii
") Uze the fallawing IP address:

1P addrezs: | . . . |

Subnet maszk: | : : ) |

Diefault gateway: | ) ) ) |

(%) Obtain ONS server address automatically
) Use the following DMS server addiesses:

Prefered DMS server: | . . . |

Alternate DMS zerver: | . . . |

i OFk. i[ Cancel ]

-15 -



i i 7 ;
ITLETTE SO O S S O e ﬂai

General

You can get [P zettings assigned autornatically if vaur netwark, supports
thiz capability. Othenaize, you need to azk vour netwark, adminiztrator for
the appropriate [P zettings.

) Obtain an IP address automatically
%) Uze the following IP address:

IP address:

192 168 . 2 100

285 285 255 . 0

Subnet masgk:

Default gateway:

Obtain DMS zerver address automatically

(%) Use the fallowing DNS server addresses:

Prefered DMNS server:

Alternate DMNS server:

~p, e

[ OF. ][ Cancel ]

Click “OK” when done.
Close the previous Windows by clicking “OK” as well.

The TCP/IP settings of your system are now compatible to GuestGate.

-16 -



2. Connecting to GuestGate via a Web Browser
Start your Web browser and open the address http://192.168.2.1.
The Administrator Web Interface Login Screen then appears.

i”!ﬂ!ﬁ“&lﬂ!f GUESTGATE MKI|

LUTIOMNSE

Enboer your password Bo log in: LLI11ln]] | Iy ]|

L= |:||:|l.l|.|J|'|t @ INTELLIHET HETWORE SCLUTIONE Z006-2010 - www, questgate. com

Enter the password 1234 and click “login.”

NOTE:
It is recommended that you change the administrator password as described in the previous
section.

3. Host Configuration

% INTELLINET Guesrdem W,

N LTWORE S5OLUTIONS

—
q Stabus " Gug L E Host '1 Scheclulbe: ' Wolconn Screnn 'ﬁ Divice Sethngs

Dewvice Status Information

mMetwork Information

Host Metwaork 1P Addrass: 67.111.35.58

Host Metwork 1P Metmask: 255.255,192.0
Hask Metwark [P Gateway: 67.111.35.1

Host Metwork ONS Servar(s): 05, 106,1,190

Host Interface Etharnat fddrass; 000G 43:30:52: 77
Guest Interface ethemet Addrass: 00:0C:43:30:52, 77

Device Information

Firmmware \Wersion: 1.25.10 (ralink3052)
Uptime: 0 dayis), 00:03:44 (hh:mm:ss)
Time: Thu May 13 19:13:01 2010

Dewice Skatus
Password-probectod Tnbermet Accpss: nrabled

Guest Incermet Access: enabled | dizahle

Connected Guest Computers
Ethernet Address IP Address Lagged In

Copyright € INTELLINET METWORK SOLUTIONS 2006-2010 - www intellinet-network com

Click on “Host Config.”
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Host Configuration

Configuration Host: shatic

Device [P Address: 192.168.2.1

IP Metmask: 250.255.252.0

IP Gateway:

DMS Server:

Administratar IP Address: | Use This Client's Address |

Configuration Host:

With the Configuration Host window displayed, specify the device IP address, IP netmask, IP
gateway (Internet connection gateway, router) and DNS server.

Device |IP address:
A free IP address in your network. This is the IP address you assign to GuestGate.

IP_Netmask:
Enter the same netmask (or subnet mask) you use in your network.

IP Gateway:
The IP address of your Internet gateway (such as a router).

DNS Server:
Domain name service as required by your ISP. You can add multiple DNS servers by
separating the different entries with a space.

Administrator IP address:

When specified, only this IP address is allowed to connect to the administrator interface of
GuestGate. The function “Use this client’s IP address” automatically populates the field with
the IP address of the computer currently used to connect to the administrator menu.

When you are done click “Exit” (upper right corner).

%INTELLINET S

Fxit

< Sawir solbings = Rehoot dowvice

Cancel

Copyright € INTELLINET NETWORE SOLUTIONS 2006-2010 - wyww intelinet-network com

Click “Exit” to save the configuration and restart GuestGate.

-18 -



CONFIGURATION OPTIONS

Status Screen
' Gupst E Higst . Schpculc ' Woloome S ﬁ Divic Sottngs

Device Status Information

Mirtweork Information

Host Hobwork [P Addrpess: &7 . 7ITITIT

Host Hobwork [P Nobmask: 285.288.192.0
Host Metwork [P Gateway: S i |

Host Hetwork DNS Sarver(s): 65.106.1.196

Host Interface Ethemet Addrass: 00:0C:43:30:52:77
Guast Intarface Ethemet Address: 00:0C:43:30:52: 77

Dewvice Information

Firmw ara Version: 1.25.6
ptirng: 0 day(s), 00:03:44 (hh:mm:ss)
Tirmes: Thu May 13 19:13:01 2010

Dewvice Status

Passward-protacted Intarmet Access: enabled

Guest Intarnat Access: enabled

Connected Guest Computers

Ethernet Address 1P Address Logged In

00i1giesi31:98:0c 10.242.55.90 Npeanrdct Daesir |

Copyright @ INTILLIHET RETWORKE SOLUTIONS 208062

1. Network Information: Basic information about the host network interface.

2. Device Information: Display of the current firmware version, the system’s uptime and the
system time.

3. Device Status
Displays the status of the password-protected Internet access (“disabled” = no password
required) and the status of the Internet access (“enabled” = access to the Internet is active).

4. Connected Guest computers

GuestGate shows all of the connected guest computers, including the MAC address, the
assigned IP address and the connection time. Click on “Details” to view individual statistics
for each connected PC, including the bandwidth consumed (Mbytes). Click on “Disconnect”
to terminate the connection of the selected computer. If no information is shown for “Logged
In,” it means that the user is attached to GuestGate, but has not gotten past the welcome
page.

Connected Guest Computers
Ethernet Address IP Address Logaged In

B T 0 dayis), 00:00:25
00:19:d2:7b:db:f0 10.69.23.10 (hh:mm:ss)

00:23:4e:92:b<h39  10,196.249,130 Disconnest

[ Disconnect ][ Details ]

-19 -



Guest Configuration Screen

Guesh Conliguration

Guest Conflguration: sepanate network for each client (ounormatic)
Device IP Addrass:

[P Miebmask:

Cynamic Range: through

Access Control: Wireless LAN

Wirelass LaM: enabled o
CEID: 1=t
Cperational Mode: 80211 BpGM
Channel Number: ]

Access Control: General Settings

Bandwidth Download Limit E12 khitfs

Bandwidth Lipload Limit: E12 khitfs

Trusted Ftherne! Addresses: OOTEVETE Aalinl . i .

Aol Etherned Adcrnss: | A Adddriess ]

Access Control: Welcome Screen

Wealtomea Sraen anabled
Glob Guaest Passwond: [ T111 1] [heawe empty for o password)
RADIVS Sarver (leave ampty to disable RADIUS)

RADIS Password:

RADTUE Rinadm

Access Control: Individual Passwords

Maximum
Password valid From valid Until numbers of
USErS
andy 040272000 09:00 O4/08/2010 0D:00 L | Remave |

- [ Ada ]

0:000 (] 2am) 000 (1 2am) &

hE B INTILLIRET Rl T'Wo

This page shows the conflguratlon optlons for the connected guest computers.

1. Configuration Guest
Option “separate network for each client (automatic)”

If this option is activated, GuestGate randomly assigns different networks to each
connected guest computer. This option should be activated if you want to prevent
guest computers from seeing and accessing each other (Layer 3 Client Isolation = on).

It is activated by default.

Option “same network for all clients (automatic)”

GuestGate automatically assigns IP addresses to the guest computers. All guest
computers operate in the same network (Layer 3 Client Isolation = off).

Option “same network for all clients (enter manually)”

If this option is enabled, you can manually define the network for the connected guest

computers (Layer 3 Client Isolation = off).

-20 -



2. Access Control: Wireless LAN
Wireless LAN
Allows activating or deactivating the WLAN function of GuestGate.

SSID

Define the name of the Wireless network, e.g., “free wifi,” “guest wireless,” “hotelwifi,”
etc.

Operational Mode O T EGN
Here you can select which wireless modes are supported by 80211 B/G

GuestGate. The standard mode is 802.11 B/GN. It supports legacy 80211 B aonly
Wireless B and Wireless G connections as well as the new Wireless SSEH ggg:h’
N standard at 300 Mbps BDE:‘H G i
For best compatibility, we recommend using the default B/G/N

mode.

Channel Number

Set GuestGate to a channel between 1 and 11. To achieve the maximum performance
from the Wireless network, you should set the channel as far away as you can from
existing wireless networks in your vicinity. For example, if there is a nearby wireless
network running at channel 4, you should not set GuestGate to channel 4, 5 or 6, but
instead to channel 7 or higher.

3. Access Control: General Settings
Control bandwidth usage and trusted Ethernet addresses.

Access Control: General Settings

Bandwidth Download Lirmit: unlimited

Bandwidth Upload Limit: unlirmited

..................................

16 kbit's
32 kbitfz
B4 kbitfs
128 khitls
256 kbitiz
512 kbitis
6D kbitls
1024 kbit's
2048 kbit'z

Bandwidth Download Limit

Control the maximum download speed available for the connected guest computers.
Available options are from 32 kbps (kilobits per second) up to 2048 kbps (= 2
Megabits per second). Default = unlimited.
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Bandwidth Upload Limit
Bandwidth control for the upload speed (sending files to the Internet), with options the
same as above.

Trusted Ethernet Addresses

If you wish to permanently authenticate a guest computer, you can add its MAC
address to GuestGate’s configuration. GuestGate will not show the welcome page to
any computer that has been entered here.

Trusted Ethernet Addresses:

Add Ethernet Address: EIEI:1E!:E!EI:EIE:EF:F3| add Address

Enter the MAC address of the computer as shown above. The syntax is
XXXXXXXX:xX:xX. Click “Add Address” to save the MAC address. Repeat these steps
for additional MAC addresses. In order to delete a MAC address from the
configuration, select the entry from the drop-down list and click on “Remove.”

Trusted Ethernet Addresses: 00:18:8B:B8:8FF3
&dd Ethernet Address: Add Address

You can obtain the MAC address of a connected computer from the GuestGate Status
screen, or you can perform the following steps (example: Windows
2000/XP/Nista/Windows 7): At the DOS Command prompt type: ipconfig/all and
press Enter.

Example Output:

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . :
Description : 802 .11g Wireless GCardBus

Physical Address. . . . . . . . . = BB-BF-A3—-1D-A3-DA
Dhcp Enabled : Yes
Autoconf iguration Enahled : Yes
IP Addres=s. . . . . . . . . . . . = 18.1A_168_89
Subnet Mask = 255 _255.252.8@
Default Gateway g 18.8.1
DHCP Server
DNE Servers

18.18.8.21

The “Physical Address” is the MAC address that needs to be entered in the
configuration of GuestGate.
The format is: XX:XX:XX:XX:XX:XX (NOt XX-XX-XX-XX-XX-XX).
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4. Access Control: Welcome Screen

5.

Welcome Screen

Enable or disable the welcome page for guests. (Default = enabled.) If this parameter
is set to “disabled,” all guest users can access the Internet freely. No welcome page is
displayed, even if a guest password is defined below.

Global Guest Password

If you require your guests to enter a password to access the Internet, you can define it
here. If left empty, no password is required (default = no password). This is the global
password that can be used by any guest; it is not an individual user password. The
password option is only effective if the welcome screen option is set to “enabled” (see
above).

Radius Server

In case you have a RADIUS authentication server in your network and you want to
utilize it to authenticate your guest users, you need to enter the server’'s IP address
here.

Radius Server
Type in the optional password for the RADIUS server here.

Radius Realm
Enter the optional realm delimiter (e.g., “@” or “\”) here.

Access Control: Welcome Passwords

Set up individual user passwords that are only valid for a certain time period and can
be used by a defined number of computers simultaneously. The example below shows
a password “test” that is valid from “05/28/2010, 12 am” until “06/02/2010, 12 am.” The
password can be used by five users simultaneously. Up to nine users can use the
same password. The amount of user passwords is limited by available memory in
GuestGate, but should ideally not exceed 20.

Access Control: Individual Passwords

Maximum
Password Yalid From Yalid Until numbers of
users
05/28/2010 ne/o2/20mn

test 5 Addd
0:00 (12am) 0:00 {12am)
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Host Configuration Screen

Huost Conliguralion

Host Configuration: stasic il

Dowien 1P Sddross: 19168227

IF Metmask 2552552540

IF Gataway: 152.160.2.1

CNG Server: 192.168.2.1

Administrator [P Address: Ilge Thig Client's Address
Packet filter

Blocked addresses:

Add Host Addrass: " Add Host |

kel Motwork Addenss: ¢ 2562662560 K [ Add Motwork |
Blocked Ports:

Add Part Mumber: " Add Pon |

Prrmitted Addressess: wins k| Rene |

Add Host address: [ add Host |

fidd Network Address: { 2552562550 G [_Add Mework |
Walled Garden Addresses: B

Add Host address: [ add Host |

Add Metwork Addrass: f 2552552550 [ [ AddMetwork |

Cogynght @ INTELLINET NETWORE SOLUTIONS 2006-2010 - www rdolhnet-nobwork cor

1. Configuration Host

Option “dhcp”
GuestGate automatically receives the IP address, netmask, gateway and DNS server
information from the DHCP server in your network, typically a router.

Option “static”

In larger networks, a manual configuration of the IP settings may be necessary. Select
“static” and enter the IP address, netmask, gateway IP address and DNS server IP
addresses manually. Multiple DNS Servers can be entered by separating them with a
space, i.e., 111.222.333.444 999.888.777.666.

Administrator IP address
Restrict access to GuestGate’s administration menu to the IP address you enter in this
field. This can be any local or public IP address.
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2. Packet filter
Blocked Addresses
If you wish to block certain IP addresses, domain names or an entire network, you can
enter this here. “Add Host Address” is used to enter domain names such as
guestgate.com or intellinet-network.com.
Enter the domain name and click “Add Host.” Repeat the steps to block additional
domains. “Add Network Address” is used to enter an IP address. To specify the range
you can select the appropriate network mask from the drop-down list. If you wish to
delete a blocked address, select it from the drop-down list and click “Remove.”

Packet filter

Blocked addresses: izohunt.com Femoe

Add Host Address: thepirasebay.ong Add Host
Added Mitwork Acddross: fA12R165104 J 25k IEhRIEA ] Al Mistwork

Blocked Ports

This option lets you specify which outgoing TCP/IP ports you wish to block. Enter the
port number and click “Add Port.” GuestGate blocks both TCP and UDP protocols.

A list of common service ports can be found in the APPENDIX at the end of the
document. If you wish to remove a port, simply select the desired port from the drop-
down list and click on “Remove.”

Note: You can only add and remove single ports. Port ranges are not supported.

Permitted Addresses

By default, GuestGate blocks access to all PCs in the Host network. This function lets
you define exceptions.

Add Host Address: Enter a single IP address; e.g., the IP address of your Intranet
Web server and click on “Add Host.” Repeat this step if you wish to enter more IP
addresses.

Permitted Addresses: 192.168.2.50 Remuove

add Host Address: 192.168.2.51 Add Host

The example above shows that access to IP address 192.168.2.50 is allowed. IP
address 192.168.2.51 will be allowed as soon as “Add Host” is clicked.

Add Network Address: Enter an IP address and a subnet mask to define a range of IP
addresses permitted to your guests. For example, if you wish to allow access to the
entire host network, you can do that quickly by using this function.

Permitted Addresses:
Add Host Address:

add Netwark Address: 192168.21

Add Metwork

The example above shows how to allow access to the entire network range, from
192.168.2.1 t0 192.168.2.254.
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Walled Garden Addresses

You can grant an unauthenticated user limited access to Web sites, both external and
internal, using the Walled Garden function. You can define external and internal
addresses to which every user, logged in or not, has access. This area is called the
Walled Garden.

As soon as the user tries to connect to a Web page that is outside the walled garden,
GuestGate requires authentication, as shown below.

Internet Walled Garden
Authorization required for access Access without authentication

INTRANET

@ INTELLINET GUESTGATE MKIl

METWOEREK EQLUTIONS

Wwelcome to our Network|
Diinr Gusl,

we're happy to pravide yow with Internat Access using the INTELLINET NETWORE SOLUTIONS GUESTGATE™
| Hokspot Gateway,

You agroe bo comply with the company's berms of wse. In parbiculoar access bo any dllegal conbent 15 stoctly
prohibitad, viclation of this can result in legal prosecution.

By conginuing you agree to those terms.
P\

| b 4

; Password: (\—") |
TWORK SOLU

Zopyright & [NTELLTHET HET™W
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Using Walled Garden in combination with a custom welcome screen (see next
section), you can allow guests access to Web sites of your choosing without providing
a password. The welcome page could look like this:

Welcome to our Metwork!
Dear Guest,

We're happy to provide you with Internet Access using the INTELLINET METWORK SOLUTIONS GuestGate™
Hotspot Gateway,

You agree to comply with the company's terms of use. In particular access to any illegal content is strickly
prohibited. Wiolation of this can result in legal prosecution. By continuing you agree to those terms,

As passwaord is required in order to access the Internet. You can obtain the password at the reception desk.
In the meantime, you are welcome to browse through our special offers and services:

- Hotel Service Mumbers
- How to obtain Internet Access
- Dwur special offers

Password: [TYTTT] continue

You need to enter the URLs and IP addresses your guests can access without
providing a password in the Walled Garden configuration.

Walled Garden Addresses: | mywebsite.com Femowve

Add Host Address: google.corr| Add Host
Add Network Address: F 2852652650 Add MNetwork,

Add Host Address: Enter any Web site URL you wish to include in the Walled Garden.
Click “Add Host” to add the URL to the setup.

Add Network Address: In addition to URLs, you can also add IP addresses to the
Walled Garden setup. Specify the IP address and the subnet mask and click on “Add
Network” to add the IP address range to the setup.

In order to remove a Walled Garden address, select the URL from the drop-down list
and click “Remove.”
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Welcome Screen Configuration

Welcome Screen Conflguration

Redirect first request to LURL! hmp e iritellinet-networkcom

Mode to custamize walcome page: simple

panner Graphic
Banner: Default Image

Upload your own Banner Image: [ Browese | Upload |

welcome Text

Welcoms to our Network!
bear Guear,

We're happy to provide you wich Intepnet Aocess using the INTELLIHNET

Tou agres Lo comply with the company's tecms of use. In pacticulac
Aceean wo any illegal content i3 atrienly prohibived. Violacion of
this can result in legal prosecutlon.

By concinuing you agees o choas ©eems.

Copynght € INTELLINET NETWOEE SOLUTIONS S00G-Z010 - W e i

1. Redirect first request to URL.:
When a guest connects to GuestGate for the first time, GuestGate can redirect the
guest to a Web page you want them to see, e.g., a page displaying special offers or
advertising.

2. Mode to customize welcome page:
There are two values to choose from: “simple” and “advanced.” In simple mode you
can change the welcome text and replace the default banner graphic. In advanced
mode, you have access to the entire HTML source code of the welcome page. Once
you enable the advanced mode, an additional text box appears on the bottom of the
page (see below: “Welcome HTML Code”).

3. Banner Graphic
You can replace the default banner image with your own image such as the logo of
your company. Click on “Browse” to select the file you wish to upload. Click on
“Upload” to replace the default banner image. After the upload, the text “Default
Image” changes into “Custom Image.”

Note:

The banner image file type must be JPG, GIF or PNG. The banner image size must
not exceed 60 kB. The banner image dimension is not limited, but the width should
ideally not exceed 1024 pixels. The banner image only displays on the guest welcome
screen. It does not replace the banner in the administrator Web interface.
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4. Welcome Text
You can overwrite the default text with your own custom text. GuestGate supports
HTML tags to format your text. Below is a small selection:

<strong>bold text</strong>

<font color = red>red text</font>

<font color = #00ff00">green text</font>

<u>underlined text</u>

<u><strong><font color = red>red bold underlined text</font></strong></u>

Other HTML commands such as <TABLE> <tr> <td> <img> tags and many more are also supported.

5. Welcome HTML Code
When you enable the advanced mode, a new text box will appear. This function is
designed for advanced users with knowledge about HTML programming. We don't
recommend using this function unless you know what you are doing.

Welcome HTML Code

Lol Wil oL ue,

b

<fscripts

<meta http-equiv="Content-Type" content="textfg£m$: charset=utf-g">
</ head:>

<hody>

<form method="GET":> —
<input type=hidden name="url" wvalue="ERRur lE6A">
<table width="500" horder="0" align="center"™ cellpadding="0"
gellspacing="0" bgeolor="#sesese” class="gabborder”>

<Lrx

<td align="center =< imy §£5="fgg$—bin/welcnme.gﬁ%?welcome_im =E

alt="INTELLINET MNETWORKE SOLUTICNS™ horder="0" align="top"»</td-

</te>

<tr>
<td align="center:>
<hr>
<table width="700" align="center™ cellpadding="za"
gellspaoing="2" class="huttons">

<thody>

it e o= P T R RR

Resetto default

Inside the text box is the complete HTML code of the welcome page. If you want to
embed images from an external Web server, be sure to add that Web server as a
walled garden address. The default welcome page HTML code can be restored by
clicking the “Reset to default” button.

Note:

When you make changes, you need to pay extra attention to variables like
‘@Q@@WELCOME_MSG@@@” as well as all Java scripts and form elements. Changing
these can lead to unexpected results.
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Time / Scheduler Configuration

'q Statys ‘ Guest s Host Scheduls ' Welcome Screen ﬂ' Device Settings

lime / 2cheduler

Time Setup
Timezone: Morth America; Eastem Time

Update Interyal: Eveny hour
Reboot Device! do not reboot device

Ioternel Accaess Timoe Scloedles
TribErruet Arcpss: abwang on
o FUN MO TIRE WED THU FRl TAT

bh
Th
Ih
Eh
ah
5h
Bh
Th
Eh
#h

mh

TR
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1. Time Setup (Time Zone and Update Interval)
Select the time zone in which you are located. The update interval parameter defines
how often GuestGate re-synchronizes the internal time with the Internet time.
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2. Reboot Device
With this parameter, you can set up GuestGate to perform a scheduled restart once
per day at a time of your choosing. If you have a lot of users connected to GuestGate,
this feature will improve overall system stability. Furthermore, you can use this feature
to force all users to re-authenticate at a defined time if you so desire.

3. Internet Access Time Schedules

Internet Access Time Schedules

Internet Access: 2z scheduled |

always on S E [weo | [vvu | [ Fri | [ sar |
O

alafafalalalat
| O | [
| O ][
| I T

O O
| | [
| [
| T T [

You can control whether Internet access is available all the time or only at certain
times, e.g., only during business hours.

Parameter value “always on”:
Internet access is possible at any time and any day. There are no restrictions.

Parameter value “as scheduled below”:

When you select this option, you can specify the days and hours at which Internet
service is provided. You can click the individual fields to activate or deactivate Internet
access at that time and day, or you can click on the buttons “SUN,” “MON,” etc. to
toggle access for that day. The same is possible using the buttons in front of each
row. Click “4 h” to toggle Internet access for each day during the hour from 4 am to 5
am. Click on “19 h” to toggle Internet access for each day during the hour from 7 pm to

8 pm. The button “all” activates or deactivates all fields.

Note:

When using the scheduler function, you must make sure that GuestGate has access to an
NTP server. You need to check the status page to make sure that GuestGate has
retrieved a proper time. If GuestGate has not obtained a time, there will be no Internet
access for any user while the scheduler is activated.
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Device Settings Configuration

'Q Shatus ' Gyest !' Host ' Schadule ' Welcome Screen wl:lew:e Settings

revice Settings

fdmin Passviord
dd passward: T

New password:
Rty nisw password:

l Chanie ]

Language
Languange: Englizh

L

Ervabilisd: el

Session Log: Diowmilond Clear

Traffit Log: Drowmiload Claar

Conliguralion

Load Configuration: Browsa_

[ LA ] Dicrwmiload

Firmware

Lipgr ke Firmms e oo

Imvahall
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This page allows changing the administrator password, saving and restoring the
configuration as well as upgrading the firmware.

1. Admin Password
To change the administrator password, you need to enter the old password and the
new password. You also must confirm the new password by retyping it.
Click “Change” to save the changes.

GuestGate's default password is 1234
The password can be up to 20 characters in length. A secure password is at least
seven characters in length and contains letters as well as numbers.

2. Log
GuestGate can maintain a protocol that includes information such as the login date
and time, the logout time, the IP address and the MAC address of the connected
guest computer (Session Log) or information about which Web sites guest computers
connect to (Traffic Log). Set the parameter to “enabled” in order to activate this
function.

You can download the log at any time by clicking the “download” button. When you do,
you are presented with the following pop-up window:

-32-



O uziiing cunflg. el m

*fou have chosen to open

config.cgi
which is a: Cal file
From: http://67.111.35.58

What should Firefoc do with this file?

s
& zave File

D Do this automatically For files like this From now on,

oK Cancel

Select “Save File.”

e o o Bl Ao e de U7 x|
Savnyr | [ Dashiop B of i@
g Sre  Type Crsbe Modified e
_-3 T Gpshet, Fokder W |
My Flacent i My Co.., Sk Fuider
Documerks | iy pet.. pibem Ioider
s Ehadde.. 2B Shatad TR0 1154 T8
L‘j WbereT...  INB Shrmout TN B2 AN
oy Poan.. BB Smbos 111197200 4% PM
Siocen . 108 Shotos L1FLOF20068 4:37 M
Mlimech.. 6B Stat IO 458 P
Manbv..  LFB VimerghSorpt Pl LOAMEINS B0 AM
ey Deusaarti Mola.. ZEB Shwbod TYHO{2008 3: 15 T
SAPLa..  LUB Shostoe HUOHET00 %13 FM
_ {EW'“' B Hunbod 111171308 7154 A4
"'_f,:-! Sothank. 108 Shortou L{ETEn0 S50 EM
e | e 1EE Shemboud TA0{2008 309 141
s L5068, . o L212008 516 Al =
Q__& i yaer . T
My Netwaceh Save an bvpe | : Cacel |

Specify the location and rename the file from “config.cgi” to “log.txt.” Click “Save.”

Start MS Excel and open the file log.txt. You'll then be presented with the Excel’s text
import wizard.

2lx]

The Text Wizard has determined that your data is Delimited,
If this is correct, choose Mext, or choose the data type that best describes vour data,

m.that best describes vour data:
Characters such as commas or kabs separate each field.
- Fields are aligned in columns with spaces bebween each field.

Stark import at pow 1 E File: grigin: 437 : OEM United States LNJ

Previes of file C:\Documents and SettingsiaschlieckiDeskioptlog. txt,

|1 login datellogin timedlogout datellogout time0IP addressOMAC ad @'
|2 1963-12-31015:0002003-03-13011:-080172_22_75_198000: 15:de: 0d: ad: gl
|2 0000172, 20,39 10000:22:42:92:b4: 33

3

- \ &
<]

— E=¥| 8

[(mext> |[ Ensh |

Select “Delimited” and click “Next >.”
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Pt lupont Wizdrd =515 2080 ?]x]

This screen lets you set the delimiters your daka contains, You can see
how wour text is affected in the preview below,

e
elimiters [] Treat consecutive delimiters as one
Tab [ semicalon [ Comma
N [ other: |

[~tapace Texk gualifier:

[Crata preview

Login date flogin time [logout date logout time TP address MAC afl
F009-02-1Z2 09:56 E00S-03-13 [L1:08 L7z.zz.76.198 po:-ls|=|

L7z.30.33.10 po-z3|

| Cancel H < Back ]

'Select “Tab” and click “Next >.”

| Next= ][ Finish

On the next screen, you can assign different formats to the individual columns.

EstinporilizardEsien B ors ?]x]

This screen lets you select each column and set Column data format
the Data Format,

() @eneral

‘General' converts numeric values to numbers, date
values ko dates, and all remaining values to text,

Advanced. .,

[Crata preview

5 DN General Text Text

Wl ogin time logout date logout time [P address JIAC &yl
2 E00S-03-13 [L1:08 L7z.zz.76.198 po:-ls|=|
L7z.30.35.10 po:z3|

S

Recommended values for the “login date” and “logout date” column are “Date YDM.”

Click “Finish” and MS Excel will open the log file.

Configuration

You can create a backup of the configuration by clicking the “download” button. Save
the file “config.cgi” to your hard drive.

If you wish to reload the configuration at a later time, click “Browse ...,” select the
previously saved file “config.cgi,” and click “open.” Finally, click “Load” to restore the
configuration data.

Firmware
Refer to the next section “Firmware Upgrade Process.”
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Firmware Upgrade Process

Where to obtain a new firmware
There are two ways to find out if a new firmware is available.

a) Check GuestGate's Status Page
GuestGate checks if a new firmware is available when you log in to the Administrator menu.
If a new version is found, a text message appears on the status screen.

See example below:

Device Status Information
Mew firmmware version available (Wersion: 1.42 , Date: 2006,/09/28 )1 Click here for more information,

Click on the link "Click here for more information” and you will be taken to the Web page that
includes information about the new firmware.

b) Manually check the download section at www.intellinet-network.com.

Upgrade Process:

Open the Device Settings screen of the Administrator menu.

Click “Browse” to select the new firmware Image; e.g., “5624827-2.02.img.”

Click “Install” to begin the upgrade process.

The upgrade may take several minutes depending on your connection speed to GuestGate.

Firmware is being upgraded

The firmware is being upgraded at the moment. After the upgrade is complete, the device will
restart automatically.

Please be patient and do not restart the device before the upgrade is complete as this will
destroy the device permanently!

Copuright @ INTELLIMET NETWORE SOLUTIONS Z009 - www.

GuestGate will automalally restart after the upgrade proce After you see the restart
message, you need to wait a minute before you can access GuestGate again.

Note:

The Upgrade Process must not be interrupted!

A network connection failure or a crash of your local computer during the upgrade
process will result in the destruction of GuestGate.

Ideally you want to perform the upgrade from within the local Host Network whenever
possible. Device failures resulting from improperly performed firmware upgrades are
excluded from the product warranty.
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This page lets you save the new configuration.

[x] Save Settings

All changes you made to the configuration will only be remembered if you save the changes
by activating this check box.

If you made changes in some of the configuration screens and fail to perform this step before
closing the Web browser, all changes will be lost.

[x] Reboot Device
In order to activate the new configuration, you must also check this box.

Note:

Saving the settings does not automatically activate them. It is necessary to reboot GuestGate
for the new configuration to become active. This way, you can make changes to the
configuration (i.e., a new guest password) now and activate them at a later time.

Rebooting GuestGate will also enforce a re-authentication of all connected guest computers.
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QUESTIONS & ANSWERS

1.

Q: What is the default IP address of GuestGate?
A: The default IP address is: 192.168.2.1

Q: What is the default administrator password of GuestGate?
A: The default password is: 1234

Q: How do | reset GuestGate to the factory default state?
A: Power on GuestGate, wait 5 seconds and then press the reset button on the back
panel for 10 seconds.

Q: I have changed some settings in the administrator Web interface, but the
changes show no effect. Why?

A: You may have forgotten to save the configuration through the EXIT page of the
administrator Web interface.

Q: I have a server in my network which my guests are not allowed to access. Which
settings do | need to activate in GuestGate to prevent my guests from accessing this
server?

A: You do not need to activate any settings. GuestGate provides this functionality by
default. Should a guest try to access a server or computer in your network,
GuestGate will deny the request, displaying a warning message in the guest’'s Web
browser window.

Q: What if | want to allow my guests access to my network; e.g., my Intranet Web
server?

A: Add the IP address of your Intranet server in GuestGate's Host configuration
page under “Permit Addresses” and GuestGate will no longer block access to that
server.

Q: Can | control the amount of bandwidth available for my guest network?
A: Yes. Upload and download bandwidth can be controlled in the guest configuration
of the administrator Web interface.

Q: I wish to display my own welcome page for my guests. Can | change the default
welcome page?

A: Yes. The welcome page can be changed in the administrator Web interface. You
can change the welcome message and upload your own banner image. In advanced
mode, you have access to the complete HTML source code, allowing you to change
the appearance of the welcome page completely.
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9.

10.

11.

Q: Can | use HTML code in my custom welcome page?

A: Yes. GuestGate does not limit you in any way. If you are an HTML Web
developer you can create an enhanced welcome page simply by pasting the HTML
code into the welcome page configuration field. In advanced mode, you have access
to the complete HTML source code.

Q: I have made edits to the welcome page in advanced mode and now the welcome
page does not work correctly. How do | restore the default welcome page?

A: Open the welcome page configuration page and make sure the “Mode to
customize welcome page” is set to “advanced.” Scroll down to the text box labeled
“Welcome HTML Code” and click the button “Reset to default.” Save the
configuration via the Exit page to activate the default welcome page.

Q: What is the option “separate network for each client (automatic)” in the Guest
Configuration Screen used for?

A: This is the Layer 3 Client Isolation function of GuestGate. If this option is
activated, GuestGate will prevent the connected guest computers from accessing
each other by assigning random TCP/IP network settings to the guest computers.
This way each Guest operates in its own “Virtual LAN.” The two examples below
illustrate how it works:

1. Guest configuration set to “same network for all clients (automatic)"

Guest computer 1 receives IP address 172.16.254.253.

Guest computer 2 receives IP address 172.16.254.252.

Guest computer 3 receives IP address 172.16.254.251.

[...]

In this mode, all guest computers operate in one network and are therefore able to
access each other. This is the standard mode of virtually any router and DHCP
server on the market.

2. Guest configuration set to “separate network for each client (automatic)”

Guest computer 1 receives IP address 192.168.17.42.

Guest computer 2 receives IP address 172.16.25.12.

Guest computer 3 receives IP address 10.10.8.178.

Guest computer 4 receives IP address 10.10.4.18.

Guest computer 5 receives IP address 192.168.8.178.

[...]

In this mode each guest computer operates in its own network and therefore can not
access any other device except for the Internet. Since this function is random, it is
next to impossible for an attacker to know or guess which IP addresses the other
guests have been assigned, making a hacking attempt more difficult.

If you are concerned with the security of your guests or are worried about potential
liability issues, you should activate this option (it is activated by default). Additional
information is available in the Appendix at the end of the user manual.

-38 -



12.

13.

14.

15.

16.

17.

18.

Q: Does GuestGate support PHP, ASP or Perl?
A: No. GuestGate does not support server-side scripting.

Q: How often does a guest need to authenticate on the welcome page?

A: Only once. As long as GuestGate is not restarted and the guest remains
connected to GuestGate, the guest will never again be prompted to enter the
password and agree to your terms and conditions. If the guest disconnects from
GuestGate for a period of 10 minutes or more, the welcome page will be displayed
again the next time the guest tries to access the Internet.

Q: The wireless signal of GuestGate does not extend far enough. How can |
increase the coverage?

A: You can connect additional WLAN Access Points to GuestGate’s LAN ports, or,
you can set up additional Access Points as repeaters. Hardwiring additional Access
Points is the preferred choice. It provides a more stable wireless network that
provides better performance and is easier to configure.

Q: How do | configure wireless security such as WPA/WPA2 encryption?

A: GuestGate’s wireless function does not support wireless encryption. You can
secure the Internet access using the various guest password mechanisms. If you
need a wireless network that is secured by encryption, you need to connect external
access points to GuestGate and disable the internal WLAN function.

Q: Can | access the administrator menu of GuestGate from one of the guest ports?
A: No. For security reasons, this is not possible. Access to the administrator menu
can only be gained through the host port.

Q: Can | access any guest computer from the host network?

A: No. Opening ports to connected computers, as you can do with any standard
router (virtual server / port forwarding), is not possible with GuestGate for security
reasons.

Q: Can | open ports in GuestGate to allow access to a connected guest computer?
A: No, that is not possible. See the previous question.
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19.

20.

21.

Q: Some of my guests wish to play a network game, or share files and folders. But
that does not work. How come the connected guest computers cannot communicate
with each other?

A: That is because Layer 3 Client Isolation is activated by default. You need to
disable it to allow network communication between the connected guest computers.
See question 11.

Q: On the status page of the Web administration interface the time is displayed as
“(not available).” Why?

A: GuestGate cannot access the pool time servers on the Internet and is therefore
unable to receive a valid system time. The most likely cause for this problem is that
a firewall located in the host network may be blocking outgoing Network Time
Protocol (NTP) requests. The system administrator must open the ports required for
this service (port 123 for both TCP and UDP).

It is important to take care of this problem, especially if you use the Time / Scheduler
function to control when Internet access is allowed.

Q: Does the bandwidth control limit the bandwidth per computer, or does it limit the
bandwidth GuestGate can consume in total?

A: The bandwidth control limits the bandwidth that GuestGate can use, regardless of
how many guest users are connected to the device.
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APPENDIX

Below you can find a list of common TCP/IP service ports. These ports can be entered in the
host configuration of GuestGate to block access to certain services.

Port Number Service Name / Description

21 FTP

22 SSH (Secure Shell)

23 Telnet

25 SMTP (Outgoing Mail, Sendmail Server Port)

69 TFTP (Trivial File Transfer Protocol)

70 Gopher

79 Finger

80 HTTP (Standard Web Port for Web sites)

110 POP3 (Incoming Mail)

115 SFTP (Simple File Transfer Protocol)

119 NNTP (Newsgroups)

123 NTP (Network Time Protocol)

135 RPC service, used for NET SEND command

137, 138, 139 NETBIOS (Filesharing, MS Windows Network)

143 IMAP (Interim Mail Access Protocol)

161 SNMP (Simple Network Management Protocol)

194, 6665-6669 IRC (Internet Relay Chat)

443 HTTS (Secure Web transfer, used by SSL))

514 SHELL (

515 LPR (Line Printer Remote), LPD (Line Printer Daemon)

631 IPP (Internet Printing Protocol)

1080, 3127, 3128, 10080 Trojan: Used by MyDoom

1723 PPTP (used for VPN Connections)

1863 MSN Messenger

2535, 2745, 8866 Trojan: Used by Beagle

3389 Windows XP Remote Desktop Port

3410 Trojan: OptixPro, also used by NetworkLens SSL Event

3689 iTUNES by Apple, DAAP

4899 RADMIN, Remote Control

5000, 5001 YAHOO Messenger Voice Chat

5100 YAHOO Messenger Video (Webcam)

5190, 5191, 5192, 5193 AOL (America On Line via TCP)

5554 Trojan: Sasser Family, also used for SGI ESP HTTP.

5800+, 5900+ VNC

12345 Trojan: Used by Netbus, also used by Italk Chat System
and TrendMicro OfficeScan antivirus

27374 Trojan: Used by SubSeven
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WARRANTY INFORMATION

Deutsch Garantieinformationen finden Sie hier unter
www.intellinet-network.com/warranty.

English For warranty information, go to
www.intellinet-network.com/warranty.

Espafiol Si desea obtener informacion sobre la garantia, visite
www.intellinet-network.com/warranty.

Francais Pour consulter les informations sur la garantie, rendezvous a
I'adresse www.intellinet-network.com/warranty.

Italiano Per informazioni sulla garanzia, accedere a
www.intellinet-network.com/warranty.

Polski Informacje dotyczgce gwarancji znajdujg sie na stronie
www.intellinet-network.com/warranty.

México Poliza de Garantia INTELLINET — Datos del importador y responsable ante el consumidor IC
Intracom México, S.A. de C.V. « Av. Interceptor Poniente # 73, Col. Parque Industrial La Joya, Cuautitlan Izcalli,
Estado de México, C.P. 54730, México. * Tel. (55)1500-4500

La presente garantia cubre los siguientes productos contra cualquier defecto de fabricacién en sus materiales y
mano de obra.

A. Garantizamos camaras IP y productos con partes moviles por 3 afios.

B. Garantizamos los demas productos por 5 afios (productos sin partes moviles), bajo las siguientes
condiciones:

1. Todos los productos a que se refiere esta garantia, ampara su cambio fisico, sin ningun cargo para el
consumidor.

2. El comercializador no tiene talleres de servicio, debido a que los productos que se garantizan no cuentan
con reparaciones, ni refacciones, ya que su garantia es de cambio fisico.

3. La garantia cubre exclusivamente aquellas partes, equipos o sub-ensambles que hayan sido instaladas
efabrica y no incluye en ningun caso el equipo adicional o cualesquiera que hayan sido adicionados al mismo
por el usuario o distribuidor.

Para hacer efectiva esta garantia bastara con presentar el producto al distribuidor en el domicilio donde ue
adquirido o en el domicilio de IC Intracom México, S.A. de C.V., junto con los accesorios contenidos n su
empaque, acompafado de su podliza debidamente llenada y sellada por la casa vendedora indispensable el
sello y fecha de compra) donde lo adquirio, o bien, la factura o ticket de ompra original donde se mencione
claramente el modelo, numero de serie (cuando aplique) yfecha de adquisicion. Esta garantia no es valida en
los siguientes casos: Si el producto se hubiese tilizado en condiciones distintas a las normales; si el producto
no ha sido operado conforme a los nstructivos de uso; ¢ si el producto ha sido alterado o tratado de ser
reparado por el consumidor 6 erceras personas.
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INTELLINET NETWORK SOLUTIONS™ offers a complete line
of active and passive networking products.
Ask your local computer dealer for more information or visit

www.intellinet-network.com
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